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Automate your SAP Cloud Integration 
governance with open source

CPILint @ sitMUC 2024
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Who am I?

› Morten Wittrock

› Two decades of SAP integration experience

› Works at cbs Corporate Business Solutions

› Based in Heidelberg, Germany

› German last name but in fact Danish

› Part of the SAP Mentors program

› SAP PRESS author

› Frequent speaker at industry and community events

› Loves contributing to the SAP community

› Find me here:
› LinkedIn

› SAP Community

https://www.linkedin.com/in/mwittrock/
https://community.sap.com/t5/user/viewprofilepage/user-id/40
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SAP Cloud Integration in a nutshell

› SAP Cloud Integration is SAP’s process integration platform for 
the cloud

› One of the capabilities of the SAP Integration Suite

› SAP Integration Suite is SAP’s iPaaS offering

› Related to SAP XI/PI/PO, but built for the cloud from the 
ground up

› SAP Cloud Integration is based on the Apache Camel open-
source integration framework

› Integrations are modelled visually using integration flows
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Integration flow example
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› SAP Cloud Integration gives you a lot of freedom in how to build your integrations

› This is a good thing, but it also makes it harder to achieve consistency across your integration landscape

› Consistency makes it easier to:
› Build new integrations

› Maintain existing ones

› Debug failures

› Part of your integration governance should be guidelines for how to build integration flows

› Examples of such guidelines:
› How to perform mappings

› Which adapters you are allowed to use

› Which scripting languages to use

› Which naming conventions to follow

Integration governance and guidelines
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› There is an inherent problem with such guidelines

› They often sit in a Word document in SharePoint or Confluence

› You can point developers and consultants to this document

› “This is how we do things around here”

› But are your integrations actually compliant?

› To find out you would have to manually inspect each integration flow

› This approach does not scale!

› The size of the problem increases with the number of developers and the amount of integration content

› This is the problem CPILint exists to solve

Integration governance and guidelines
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What is CPILint?

› CPILint is a tool that automates your compliance checks

› It ships with a bunch of built-in rules

› You pick the rules that your integration flows should comply 
with

› CPILint does the heavy lifting of checking each integration 
flow for compliance

› CPILint is a command line tool

› You can run it interactively from your computer or, for 
instance, in a CI/CD pipeline

› Released in 2019 with five new versions since then

› The latest version, 1.0.5, was released in August, 2024
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› CPILint currently ships with 24 rule variations

› Examples of rules:
› NamingConventions

› DuplicateResourcesNotAllowed

› UserRoles

› JavaArchives

› SenderAdapters/ReceiverAdapters

› The rules are documented in the CPILint wiki

› Key takeaway: The rules are not best practices in and of themselves!

› Choose the ones that make sense in your context

CPILint’s rules

https://github.com/mwittrock/cpilint/wiki/Rules-and-the-rules-file
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What’s in a name?

› So why is the tool called CPILint, anyway?

› Let’s break down the name:
› CPI: Short for SAP Cloud Integration

› Lint: A tool that flags “programming errors, bugs, 
stylistic errors, and suspicious constructs” (Wikipedia)

› Linters analyse your code and suggest 
improvements

› There are many linters out there like:
› abaplint (ABAP)

› UI5 linter (UI5)

› ESLint (JavaScript)

› So: CPILint is a linter for SAP Cloud Integration



10cbs Corporate Business Solutions | October 14, 2024

Let’s see CPILint in action!

Demo



11cbs Corporate Business Solutions | October 14, 2024

FirstIntegrationFlow
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SecondIntegrationFlow
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How does CPILint work?

› Like other linters, CPILint performs static analysis

› In other words: It inspects your integration flows, but it 
doesn’t run them

› CPILint communicates with your tenant using the official 
OData API

› Integration flows are stored internally as XML documents in 
the BPMN format

› Most rules analyse these XML documents

› Some of them only inspect resources such as scripts and XSLT 
stylesheets

https://hub.sap.com/package/CloudIntegrationAPI/odata
https://hub.sap.com/package/CloudIntegrationAPI/odata
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Why command line?

› Why does CPILint not have a nice Fiori UI?

› Part of it is personal preference

› But mostly it’s about flexibility

› You can:
› Run CPILint interactively from your own computer

› Run it in a scheduled script that sends you email in case of issues

› Run it inside your CI/CD pipeline

› A GUI CPILint would not have this versatility at all
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CPILint and the Design Guidelines

› The SAP Cloud Integration documentation has long had 
integration flow design guidelines

› As of April of 2024, you can run compliance checks directly in 
the UI

› The Design Guidelines feature and CPILint are very similar in 
concept

› But there is not a lot of overlap in the rules

› Should you use one or the other?

› Use both for even better coverage!

https://help.sap.com/docs/integration-suite/sap-integration-suite/integration-flow-design-guidelines
https://help.sap.com/docs/integration-suite/sap-integration-suite/design-guidelines-view
https://help.sap.com/docs/integration-suite/sap-integration-suite/design-guidelines-view
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CPILint is open source

› CPILint is free and open source

› What does that mean for you?

› First, that you have access to the complete source code:
› On GitHub and included in every CPILint download

› Want to learn how some part of the tool works? You can

› Second, that the license allows you to modify the code:
› CPILint is licensed under the MIT License

› Want to change or add something? Go right ahead; the license lets 
you do that

https://github.com/mwittrock/cpilint
https://opensource.org/license/mit
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› To run CPILint, you need a Java runtime (11+) on your system

› Go to GitHub and download the latest release

› Follow the installation instructions in the wiki

› That’s all there is to it!

› If you want to play around with the code, check out the build instructions

Getting started with CPILint

https://github.com/mwittrock/cpilint/releases/latest
https://github.com/mwittrock/cpilint/wiki/Installing-and-running-CPILint
https://github.com/mwittrock/cpilint/blob/main/BUILDING.md
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› More rules

› Exemptions = certain integration flows are allowed to 
not be compliant with certain rules

› Even more names supported by the 
NamingConventions rule

› Extensibility = adding your own, custom rules

› Have a suggestion or an idea? Create a GitHub issue!

What’s on the road map?

https://github.com/mwittrock/cpilint/issues
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Questions are welcome

Thank you!
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